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1.0

2.0

3.0

GENERAL

Purpose and Objective

This Service Level Agreement (SLA) has been jointly created by HAL and
the Department of Information Technology {DIT) to detail the conditions and

expectations of our two arganizations regarding the delivery of information
technology services.

We believe this SLA will help us express our expectations of each other,
manage our respective workloads, communicate more effeciively and
quickly resclve any service problems that may arise. This document can be
viewed as a building block that will contribuie to a long-term relationship.
Accordingly, nc changes will be made to this document without the

agreement of both organizations. This document will remain in effect until
explicitly replaced or terminated.

Scope

DIT will provide the following services at all HAL locations inciuding all fisld
offices and Mackinac Island State Park Commission.  These services
include application development and maintenance, helpdesk services,
voice, desktop and field services, computing services, data and network
connectivity services, disaster recovery and business resumption services,

information technelogy and consulting services, IT procurement and IT
contract management.

Roles and Responsibilities

DIT shall:

« Be responsible for providing the resources and skills to deliver the
agreed-io services identified in the SLA.

« Communicate the methodology for pricing and the process for
collecting fees and payments.

» Organize, facilitate and atiend meegtings in order to meet service
ohjeclives and business demands.

=  Commit to teamwork and conflict resolution.

+ Ensure the needs and concerns of DIT and HAL arg represanted.



» Resolve all issues and problems following the problem
manragement and escalation procedures outlined in this document,

« Communicate with HAL 1o ensure that they are adequately
informed of the IT services provided by DI 1o mast the business
needs of the departmerl. T will communicale immediatsty i
there are changes in these services,

a  Consult with HAL prior to hiring additional support staff o ensure
funding for the services are available in the DG, DIT must
revognize the ramifications i the funds are not avaidable and the
impact this will have on the department.

HAL shall:

« Assign an individual as the Department SLA Manager.

« Commit to tearmwork and conflict resolution.

+ Communicate all issues and problems to DIT following the problem
management and escalation procedures outlined in this document.

« Communicaie with DIT to ensure that DIT is adequatety informed
about HAL needs, requirements and business directions. The
Agency must communicate with DIT immediately if there are
changes in program direction. New initiatives must be
communicated to DIT so that adequate preparation and

precurement time is awvaiiable to implement new or enhanced
services.

+ |nclude appropriate DIT Information Officer (1O} in IT strategic
planning activities.

HAL Ownership of HAL Data

HAL data includes information and records from the time they are created or
received. HAL data is the property of the people of the State of Michigan, The
DIT, while delivenng information technology services to¢ HAL and other staie
agencies, 15 acling as a possessor and custodian of HAL data, and agrees to use
HAL data anly for the pumpose of camying out HAL functions, and for no other
purposes. H is acknowiedged by the DIT that its employees may noi access or
disclose the records and information which constitute HAL data, except in
connection with their duties and to authonzed persons in accordance with
established procedures. HAL is responsible for communicating any data handling
requirements to the DIT, including but not timited to reguirements regarding
access nghis and restrictions. the confidentizality of data, ciminal prohibitions.
and comparable information. The DIT will establish and maintain environmental,
safety and facility procedures, data security procedures and other safeguards
such as employee sanction policies, against the destruction, loss, or alteration of
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HAL data in the possession of the DIT which are no less rigorous than those
maintained by the DIT for its own information of a similar nature. f an employee
of the DIT is approached to furnish HAL data in contravention of law, the
amployes must refuse the reguest and immediately report the incident to DIT
Managememnt. which in tum must immedialely report the incident to HAL.
Further, if the DIT iearns that one of s employees has disclosed or used HAL
data in contravention of law, the DIT must immediately report the incident 1o HAL.
The DIT agrees not to disclose HAL data to any third party, public or private,
withiowd first informing HAL.

Responsibility for Application and General Controls

Appilication Controls apply to individual computer application systems and may
include such controls as data origin, input controls, processing controls, output
controts, application access controls, application interfaces, audit trail controls,
and application documentation. Application Controls consist of mechanisms in
place over each separate application {(computer system) that helps to ensure
authorized data is processed completely, accurately, and reliably. HAL is and
will remain responsible for ensuring applicalion controls are in place and
functioning propery within their organization.

{General controls provide the business and IT funclions with a set of
ehcompassing controls that are shared by several agenciesfdepartments or
information system functional units, or support underlying functions ihat one or
maora applications rely on. General controls commanly include controls over data
center operations, system software {not application softwarg), acguisition and
maintenance, physical secunty, OS {Operating System) level security, application
systems development maintenance, and overall 1T Department adminisiration.
These controls apply to all systems, e.g. mainframe, mini-computer, and end-

user computing environments. DIT 15 and will remain responsible for general
controls.

Security

HAL and HAL personnel are responsible for complying with DIT 1T secunty
policies.

40 Contact information:

The Information Officer will be the primary representative from DIT
managing and ensuring service delivery as identified in the SLA.

Lynn M. Braschil
517-241-7423
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6.0

7.0

8.0

525 W. Allegan, Constitution Hali 6" floor south, Lansing, Ml 458833
Draschilf@@Michigan.gov

Mark Hoffman has been identified as the Department's SLA Manager and
will be the primary representative for HAL

Customer Service Center 517-373-25489, HALHEL P@Michigan.gov
The DIT Customer Service Center is available 7:30 am — 5:00 pm Monday

through Friday. This Customer Service Center is the point of contact for
HAL service requests and problems.

SLA Problem Management and Escalation

K is anticipated that the services provided by DIT will be acceptabie to the
Department. In the event that the Department is dissaiisfied with the
services provided, the Department SLA manager should contact the DIT
IG. The KD will resolve the issue to the Depariment's satisfaction. If a
mutual resolution can not be reached, the issue will be elevated to the

Direciors  of the Department of Indormation Technoiogy and  the
Department of History, Arts, and Libraries.

SLA Document Change Process

Changes to this agreement may be negotiated based on changing
business or service needs or significant variances from service
commitments. Requests can be submitted to the |G or the Department's
SLA Manager, and they will negotiate the changes. The changes must be
agreed to by the Directors, or their designees, of both crganizations.

Maintenance and Distribution of the Agreement

The 10 is responsible for maintaining this Agreement and ensuring that

changes have been incorperated when appropriate prior to distributions of
new versions.

Distribution of copies within HAL organization is the responsibility of the
Department SLA Manager.

Billing and Invoicing

The DIT services charges will be based on actual costs, which are deemed fulty
allowable and appropriately assigned or allocated to respective DIT services as
required by OMB Circular A-87. DIT is in a transition period. As a service
provider to Slate of Michigan agencies, the ultimate direction is to move to a fully-



rated cost recovery model. Noted below are cost treatments and charge-back
methodologies for DIT services for FY 2003.

Invoices must be paid within 30 days of receipt. If an item is dispuied the
remaining invoice amount must be paid in full within 30 days of receipt.

HAL must notify Coray Sparks of disputed items within 10 days of receipt
of invoice.

DIT Cost & Cost Recovery Treatments FY 2003

Direct Charges: HAL will be charged for costs directly associated with
the delivery of IT services. Examples include: direct agency assigned staff
and agency spectic IT procurement. !n some instances there are staff
who are working for multiple agencies in a non-rated service. Program
managers will provide work distributions based on time reporiing data for
staff in these mles. Staffing costs will be charged to HAL based on
distnbution percentages. DIT will continue to maintain time statistics.
Time statistics will be distnbuted to each Agency on a monthly basis, or as
agreed upon by the Agency and DIT.

Program Administration (PA). Program Administration {which includes
divisional, sectional and team administration) expenditures are costs
incurred by program management in the delivery of IT services. An
exampie of such cost is the Director of Agency Services., Cosis incurred
by the Director of Agency Services will be allocated to HAL as a function
of Agency Services' direct salaries charged by Agency. PA will be
allocated to the firstline staff through step-down allocations based on
salary dollars.

Rated Services: HAL will continue 1o be charged for rated services such
as Telecommunication data and voice networks, Data Center Services,
Project Management and Center for Geographic Information Services, efc.

Rated services are charged based on usage for the specific service per
published rate schedules.

Desktop Services: Desktop Services costs will ultimaiely be recoveredg
through a rated structure. initially, however deskiop costs will be allocated
to HAL based on relative percentage of desktops.

Desktop Services x Agency Deskiop Count = Agency Charge
Total Costs Total Desktop Count

Where required, Remedy statistics may be used to aid the DIT in further
distribution of deskiop costs. {Note: Specific deskiop purchases will be
charged directly to HAL and not aliocated )
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Distributed Processing (DP). Disiributed Processing services (local
networks, servers, email, mainframe operations productions support, stc.)
will be charged 10 HAL based on direct assignment of staff. DP program
administration will be allocated 1o first-line workers via step-down function
hased on salary dollars.

Enterprise Portal Costs: Entemprise Portal costs wili be allocated to HAL

based on a weighted-average of content pages and page views for
internet costs.

Rent: DIT recognizes that there may be instances during transition where
DIT staff who are servicing muitiple agencies may be housed with an area
thai herstofore had been dedicated to a single agency. DIT will
recommend a method for equitable allocation and “true-up” of these costs
for treatment beginning with the FY04 billing cycle.

Annual Reconciliation: DIiT wil conduct an annual reconciliation of
charges, or “true-up.” This will involve a comparison of billed charges to
the actual costs of providing those services. DIT may elect to refund any
difference to customers through a final adjustment to billings. However, if
differences are within reasonable levels, they may be carned forward as

adjustments to future year's charges or rates as provided in OMB Circular
A-87.

Meetings: DIT financial staff, in coordination with HAL's Information
Officer, will meet on a regular basis with HAL staff to review DIT invoices
{invoices typically presented on a monthly basis} and identify and resolve

any billing adjustments, omissions and related issues that may be
identified.

Spending Plan: DIT financial stalf will prepare and distribute a spending
plan each month that annualizes expendilures, year-to-date, against ihe
Agency Inter Departmental Grant. DIT financial staff, in coordination with
HAL's 10O, will meet on a regular basis with HAL staff 1o review ihe
spending plan, identify funding shortages, and jointly prepare an action
plan te¢ spend within available resources.

Audit Clause

As part of this SLA, HAL and DIT agree to this audit clause which pravides
that financial records, documents, data, accounting procedures and
practices, programs, projects, information systems, or any other items of
the service provided, deemed relevant to the SLA by HAL and DIT, are
subject to examination by the appropriate HAL and DIT representatives.
HAL and DIT will, and will cause its subcontractors and suppliers to,
provide to HAL and DIT {and intcmal and external auditors, inspectors,
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regulators and other representatives that HAL and DIT may designate
from time to time) access at reasonable hours 1o HAL and DIT personnel,
to the facilities at or from which services are then being provided and to
HAL and DIT records and other perinent information, all to the extent
relevant to the services and HAL and DIT's obligation. Such access will
be provided for the purpose of performing audits and inspections. HAL
and DIT will provide any reasonable assistance requested by either party
or their designee in conducting any such audit, including installing and
operating audit software.

Following an audit, HAL and DIT will conduct an exit cenference with HAL
and DIT representatives. HAL and DIT will meet to review each audit
report promptly after the issuance therecf and HAL and DIT will respond to
each audit report in wrting within thirty (30) days from receipt of such
report, unless a shorier response time is specified in such report. HAL
and DIT will develop and agrae upon an action plan to promptly address
and resolve any deficiencies, concems, andfor recommendations in such
audit report and HAL and DIT will undertake remedial action in
accordance with such action plan and the dates specified therein.

Service Reviews

Cuarterly {or as needed) reviews wili be conducted with the Department’s
SLA Manager to assess service effectiveness, address service problems,
and evaluate service delivery in light of business needs and available

resocurces. Paricular attention will be paid to notable deviations from
commitments.

As a basis for the review, the 1G and Department SLA Manager will
collaborate in collecting, analyzing and reporting service data associated
with the SLA. A report describing project statuses, issues addressed,

decisions made and actions taken will be published within five {5} days of
the review meeting.

This review will also include advice from DIT on technology options that
have become available that could improve the overalt level of service. This

review will also serve as an opportunity to identify improvements in
perfgrmance.

AGENCY SUPPORT SERVICES

New Systems Development

New system developmeni is work that leads to the creation of new
systemfapplication. Applicalion development requests will be submitied
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through the process developed by HAL and the 0. Agency
responsibilities will minirmally includea:

Development of the Project Feasibility document, which shall descrbe the
genaral business problem being sclved. This document must include
Agency authorzed signatures and funding source. Prior to proceeding
with the project, the Agency shall be responsible for developing the project
charter, with assistance from BIT. This document must identify:

# Project scope.
¥ DIT and Agency Rales and respansibilities.

5.

#» Project management and project ownership.

Where DIT resource (staffing) conflicts exist, the Agency must re-prioritize
current proigcts and current maintenance efforts to accommodate new
system development.

Application Maintenance and Support

Enhancement and mainienance requests will be submitted through the
process developed by the HAL and the [0, Application maintenancs and
support includes the following:

Enhancement sub-divided as follows:

= Major Enhancement. invalves significant new requirements, but
does not alter the overall makeup of an existing solution. This may
entail adding, changing or deleting functions for the existing
solution. Major enhancemerts will usually cause an impact to the
business, organization or architecture and may require significant
cost, effort, and time to complete. Examples may includge migration
to a new application plattorm, adding new interfaces, or re-
designing a database.

= Mincr Enhancements: involves adding new requirements against
an existing solution, but have minimal impact on the business,
organization, or architecture. Examples may include updates to
data tables, updating a fizld on an HTML view, or updaling a
module that was originally changed via an emergency fix.

Maintenance sub-divided as follows:

= Comective Maintenance: inciudes work that is initizlly spawned by
a problem incident report and is generally referred to as a “fix.”
Involves changes made to application code in support of new or
changed system software. Cost and effort are relatively low. This

work may be initiated to provide a complete fix after an emergency
fix was performed.




» Emergency Fix: defined as the occurrence of a problem that must
be addressed immediately, such as the disruption of a system or

applicatian.

Urgent — life and death situations.

High — public impact, significantly impacts a large
number of users, or inability io meet deadlines
for statutory payments.

Medium —  all other situations that have impact an users.

=  Perfective Maintenance: involves work that is initiated in order 1o
avert foreseeable problems, improve performance, quality,
reliability, efficiency, usability, or maintainability of an installed
solution. An exampie may be performance tuning.

DIT will be responsible for ongoing system maintenance, unless
otherwise outsourced to a vendor, for the duration of this agreement.
Should system maintenance obligations impact the delivery of new
systems, or resources not be available within the existing staffing

structure, the Apency will be responsible for pricritizing maintenance
efforts.

Suppeort: Work related to the production application such as end user
assistance, routing tasks or monitoring of the producticn application. Examples
may include on-call suppor, adding or changing user access to the application,
production scheduling, and responding to end user questions or emails.

C. CRITICAL APPLICATIONS

Service Levels required for mission critical applications for HAL do not
exceed the standard service levels identified in this document.

D. DISTRIBUTED PROCESSING OPERATIONS

1.0 Overview

The Distributed Frocessing Operations (DPO) Division within the DIT is
responsible for the planning, design, enginesring and operations of all local area
networks for the State of Michigan. DPO also offers server and application
hosting services, e-mail service, file and print services, ocperating system support,
maintenance support, software and hardwars technology refreshment services in
a vanety of different facililies in a distributed environment.



DPO services are typically provided on a 5 X 12 basis, however, HAL has opted
o extend coverage via an on-call service. DT will prowvide on-call service
Saturday from 200 am — 500 pm and Sunday from 1:00 pm — 500 pm. If
service 15 needed, HAL management staff will contact BIT wia a pager number.
DIT staff will respond o the call within ong {1} hour, HAL agrees to pay the on-
cail siafi onz hour straighi pay for each five hours of on-cali status. i handhng
emergency situations by telephone where a physical return to the worksite is not
required, staff will be compensated at the on-call rate. If the actual time spent on
the problem exceeds one hour, then the employee will be paid overiime for the
time exceeding one hour. Emplovees called back 1o duty are paid at esiablished
overtime rates as cutlined in Civil Service Regulation 502, Employees called
back to duty outside of their normal working hours are guaranteed a minimum of
3 hours pay, except that employees must be compensated for the actual amount
of ime worked if the period of cafiback duty is more than 3 hours. The three
hours minimum pay begins ence the employee reaches the worksite.

The services covered under the on-call agreement include the critical services
necessary for maintaining weekend Deparnment operations. Coverage for other

services will resume with normal business hours Monday morning.

DPO aisc offers mainframe job scheduling, operations and data entry services.

2.0 DPO Services

DPO provides the following types of services to Agencies:

Facilities Management | Network Management J
Server Procurement Job Scheduling/Exccution
- Server Software Installation . Maintenance Agreements (SW & HYV)
AssctfConfiguration Management | Server f HW Capacity Planning
Server installation/Setup Service Request Management
Server Backup/Recovery Software Problem Management/Patch
Frocess
Server Docurmentation Print Services
Server Security | Dperalions
Metrics/Utilization Reporting
User Profile Management Application Server Suppor!
Performance Tuning o Server Software Distribution
Server Monitoring and Corrective ; Change Corntrol
Action
Performance Tuning Software Version Control
Server Monitoring and Caorreclive
Action — _

3.0 DPO Monthly Costs



DPO charges for Y03 are costs directly associated with the delivery of
the services listed above. These charges include three types of costs:
Payroll, Program Administration, and Support Costs.

= Payroll consists of actual payroll charges for the pay pericds
ending during the invaice month. DPO staff is charged to an

agency as dedicaied to the agency, allocated to the agency, or
based on a time distribution.

= Dedicated: Costs of DPO employees working full-time for a
single agency.

+ Allocated: Costs of supervisors and managers are allocated

based on salary costs of employees in their reporting
organization.

« Time Distribution: Some DPO employees provide services 1o
muitiple agencies. For these employees, their cosls are
distnbuted as a perceniage or time worked for each agency.

= Program Administration (PA) expenditures are costs incurred
by program management in the delivery of DPO services. An
example of such cost is the Director of Distributed Processing
Operations.  Caosts incumed by the Director of Distributed

Processing Operations are aliocated to agencies as a function
of Agency Services’ direct salaries.

=« Support costs are expenditures such as travel, telephones,
pagers, copier rental, office supplies, and other CSS&M relateg
to the staff in the DPO organization.

E. IT PROCUREMENT

1.0 Overview

Contract & Procurement Services provides agency-specific and enierprise-wide
procurement and contract management services for IT commodities and
services. MAIN processing activities, wvendor interaction, and State

approvalreporting requirements are handled by DIT Contract & Procurement
Services.

HAL has been granted delegated authorily io purchase all fibrary support
services contracts that are Tunded inn whole or in part with state dollars. in
addition HAL has the authorty fo esiablish contracts in any dollar amount for
commodities and services turmished to Michigan libraries, provided the contracts



are funded in whole or parl with federal Library Senvices and Technology Act
funds. HAL agrees to consult with DT on these purchases to ensure the Stato
standards are adhered to and that technoiogy decisions are appropriate for
meeting the business needs of HAL.

2.0 Contract Management Services

DIT Contract Management Services is responsible for processing all IT related
contractual service reguests, and ensures that the services provided meet

contract specifications. In serving these |IT needs, DIT Contract Management
Services include the following:

» Assist Agency in developing, renewing, and re-bundling 1T contracts.

« Work with Agency and project managers in identifying IT needs and
developing statements of work.

» Coordinate with DMB to determine most appropriate contract vehicle to
obtain services.

« Develop contract language for Request for Proposal, Invitalion to Bid, and
s Sele Source contracts.

- . » Work with Agency procurement and personnel staff to obtain Department
- of Civil Service approval, via C5-138, if needed.

Participate in pre-bid meetings, oral presentations, and joint evaluation
commitiee process and vendor selection.

+ Review contractor's detaiied work plan 1o ensure it will result in meeting
the objectives and 1asks stated in the contract.

« Act as liaison between Agency and Contractor in order to mutual

understanding of the respective roles and responsibilities of the contractor
and the Agency.

= Prepare contract portfolio and status reporis o share with management
staff regarding contract management and activity.

= Monitor confracts with existing vendors and make recommendations on
extensions and renewals using uniform analysis.

= Ranage contract change requests.

+ Monitor financial data for each conlract to ensure that contract is on
budget.

« Monitor all contract activity to ensure compliance with contractual
obligations and DIT strategic direction.
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« Leverage resources and cregate cost savings by establishing contracts
using a best-practice, bast-price, and best-value mindseat.

+ Promote proactive management of the IT contract portfolio through valued
partnership and foster an enterprise-wide perspective.

« Coordinate funding approvals.

= Adhere to Executive Directives/Executive Orders, DIT and Agency-specific
requirements in processing IT contraciual service reguests.

« Process approved agency contractual service requests in a timely and
efficient manner.

Procurement Services

DIT Procurement Services covers the purchase of all non-delegated IT
coemmodities and services for State agencies.

The DIT Procurement Services Section performs ali MAIN-related
functions for IT procurements. These include requisitions, purchase
orders, change orders, receivers, and cancellations. DIT Procurement
Services will issue Agency-specific procurement requisitions in a
designated MAIN ADPICS department number and mute those
documents for view and approval by the Agency, based on approval path
infemmation provided by the Agency. DIT Procurement Services will notify
end users of reguest status throughout the procurement.

in serving the IT procurement needs of the Agency, DIT Procurement
Services will:

s Adhere to Agency-specified approval requirements for IT purchases;

= Provide a vangsty of methods for Agencies to request the purchase of
deskiop commaodities, inciuding telephone requests, e-mail, fax, ID-mail
requests;

« Frocess approved Agency procurement requests through apopropriale DIT
approvers in a timely and efficient manner,;

+« Check published on-hand stock status for items that can be redeployed
free of charge before procunng new items using Agency funds;

« Procure commodities that meet published enterprise standards;

€



+ Use a varety of procurement methods, including the MAIN system and

procurement cargs, to purchase items at the most favorable cost and
value;

s NMotify the Agency of procurement request status;

« |f requested, use Agency-specific coding in selected fields of MAIN coding
blocks ta assist the Agency in reconciling its monthly invgice;

» Establish and maintain a MAIN ADPICS department approval path to
route Agency-specific purchases for approval and viewing by Agency staff;

« Work with the Depot to perform the receiving function for commodity
purchases;

» Adhere to State Executive Directives and instructional memoranda
regarding the approval, processing, and reporting of IT commuodities;

« [Expedite orders as guickly as administratively possible for urgent Agency
requests;

» Coordinate procurement efforts with those of DIT Infrastructure Services,

Agency Services, and Administrative Services io streamline receipt,
delivery, and billing for commodities;

+ Provide procurement contact names and instructional media to Agency
staff regarding DIT procurement methods. If requesied, meet with and
train Agency staff on DIT procurement processes; :

» Work cooperatively with DIT Infrastructure Services to maintain wamanty

and maintenance agreements for software and hardware serving the
Agency;

» Strive to lower Agency costs for licensing and maintenance purchases by
combining procurements for valume discounts;

» Process assighed invoices in a timely manner and work proactively with

DMB Accounts Payable staff to ensure fimely, accurate payment of vendor
invoices.

The Agency will be responsible to:

s Enter Account Code (AC3) informaticn into requisitions in the approval
path, if the Agency chooses 1o request AC3 coding for its T purchases;
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« Far T desktop commodity purchases, supply information identifying the
end user's name, phone number, and physical location to assist in
noftification, delivery, installation, and inventory tracking;

+ Provide Agency-specific ADPICS department number and level number
for inclusion in the DIT approval path;

« Provide DIT Precurement with current information on Agency-designated
signatories and approvers for DIT-0015 (Procurement Reguest)
documents and Client Service Center Procurement requesis;

s Indicate whether funding for each procurement request is included in the
1DG;

= Comply with the requirements of the End User Computing freeze on
desktop commodities by providing a business case for any desktop
comrnodity request that includes scme portion of general fund monies.

Charges to the Agency for Procurement Staff will be based on the actua! time
worked as entered in DCDS by its designated procurement liaison{s} and related
percentage of the supervisor and overhead costs. Remedy statistics may be
used to calculate number of transactions processed for the Agency.

F. SECURITY SERVICES

10 Security Services Overview

Security Services cover the development, maintenance, implementation, and

enforcement of security-related policies and procedures for State Government IT
rMesnurces.

It also includes incident management, monitoring, and interaction with non-State
of Michigan security entities to insure that the State’s |T infrastruciure is safe
from entities outside State Govemment as well as within State Government.

20 Scope

« Developmeni of security-related policy and procedures.

= Coordination, implementation, and enfarcement of all related security
paolicies.

=« Monitoring of secunty processes.



30 Security Services
Security Awareness and Assessment
Essential Base Services:

Development of Security Guidelings and Standards

1. Development of guidelines and standards to meet state and federal
security obligations and needs.

2. Coordination of DIT Security agreement processes with agencies.
3. Provide security-related tools, such as training material, etc.

4. Research new security technelogies and make recommendations for new
processes.

Premium Services:

1. Coordination of Security with agencies, including awareness promotion:
Work wilh agencies 1o promote security awareness.

2. Enterprise Risk Assessment: Conduct enterprise-wide Rapid Risk
Assessment.

3. Assessment & Management of Application Risk:

A. Assessment of application nsk: Assist agencies in evaluating
degree of security-related risk.

B. Development of mitigation plans: Provide assistance to

custamers toward development of mitigaiion plans to address
identified risks.

Passive Monitoring of IT Security Environment

Essential Base Service:

Monitering of State Firewalls

1. Provide oversight responsibility for the security of the State’s
infrastructure.



2. Provide final appraval on firewall rule changes in accordance with State
Standards and guidelines.

Provide Security Alert Services

1. Monitor, evaluate and publish industry security events and vulnerabilities
to Agencies.

2. Provide network intrusion detection.

3. Monitor security breaches and provide information 1o agencies as
warranted.

Hardwarga Security Scanning Services

1. Coordinate scanning of systems within SOM for possible vulnerabilities.
2. Provide recommendations to resolve known vulnerabiiities.

Virus Protection

1. Coordination of virus protection, detection and suppression at the PC,
server and network leveal.

General Security Monitoring

1. Provide reports to agencies on secunty violations as well as policy
infractions.

2. Provide IDS services on DIT supported platforms.

3. Coordinating application of federal security programs, such as
Homeland Security {(focused on “all threats™ approach).

Active Manitoring of IT Security Environment

Essential Base Service:

Perfonn IT Risk Assessment Services

1. Perform risk assessment of DIT infrastructure facilities in accordance
with State policy and standards.

2. Perform on-demand risk assessment service, as naeeded within DIT for
new or changing infrastructure facilities.

3. Document risk assessments for management review and response,



Audits of Access Privileges

1.

Audit access codes and usage on platforms within DIT based on
Security policies and standards.

Provide information for coordination with cusiomers on customer access
rights and privileges.

Assist customers with  agency  audits relating 1o IT

platformsfapplications. This assistance may involve IRS audits, Auditor
General audits, ete.

Premium Services:

1.

Ethical Hacking - Conducl ethical hacking against DIT platform
resources to assist in determining level of risk for intrusion, firewall
protection and make recommendations on remediation strategies.

User Monitoring - On-demand monitoring of users. In specific
circumstances, it may be necessary to monitor specific users to address
suspecled illicit or fraudulent use of IT resources.

Health Informaticn Portability Protection Act (HIPPA) - Ensure
compliance with BIPPA regulations.

Security Accreditation of Computer Systems - Facilitate security
accreditation and certification of computer systems.

Formal Security Training f Awareness.

Homeland Security Incident Coordinalion Issues/Response.

Coordination of Physical Security for DIT Facilities

Essential Base Service:

1.

Provide oversight responsibility for the secunty of the State’s physical IT
infrastructure.



4.0 Disaster Recovery Services Overview

The Disaster Recovery and Emergency Management Services addresses DIT's

responsibility regarding planning, developing and executing disaster recovery
capabilities.

These services also address offering assistance to the agency toward development
of their business resumpiion plan responsibiiity. DIT can leverage its disaster
recaovery planning expertise to provide assistance to its plans and processes. While
both the development and exacution of business resumption is clearly an agency
responsibility, DIT will assist cusiomers in dealing with this responsibiiity.

50 Scope

= Assist in the creation of disaster recovery plans and processes and
creation and maintenance of a disasier recovery hamware environment.

« Bring hardware and systems back online in the event of a disaster for
critical application infrastructure.

« Assist toward development of business resumption plans and processes.

6.0 Disaster Recovery Services

Development and Maintenance of Disaster Recovery Plan

Essential Base Service:

Maintenance of Disasier Recovery Plan - For cntical business and DIT
processes, cregtion of a disaster recovery plan covering:

1. Maintenance of existing disaster recovery plans.

2. Distribution of the disaster recovery plan.

Premium Services:

A. Development of Disaster Recovery Plans - For critical business and DIT
praocesses, creation of a disaster recovery plan coverning:

i. Development of disaster recovery plans specific to each
platform/process.

2. Distribution of the disaster recovery plan.

£2



Testing of Disaster Recovery Plan

Essential Base Service:

Testing of Disaster Recovery Plan - Coordination of {esting process with DIT
infrastructure suppert and customer as required. This includes:

1. Testing of applications, network availability and outpot.

2. Ensuring that adequate Disaster Recovery testing is accomplished to
meei cusiomers’ business requirements.

Premium Services:

A. "Table-Top™ Testing - Pane! review of Disaster Recovery Plan to verify plan
validity {content, information, sequence, etc.}).

B. Simulation Testing - Full-blown simuiation of Disaster Recovery Plan
execution to verfy validity, completeness and affectiveness.

Execution of Disaster Recovery Plan
Essential Base Service: None.
Premium Services:

A. Declaration of an EMERGENCY - Based on customer nesd and
circumstance, DIT is rasponsible for the declaration of an emergency.

1. Provides 'over and above' nomnal busingss response for the spectic
syslems or applications for which the emergency has been declared.

2. Escalation to 7 X 24 coverage from on-call individuals.

B. Declaration of a DISASTER - Based on customer need and circumsiance,
DIT is responsible for the declaration of a disaster. [NEED TO SUMMARIZE

CIRCUMSTANCES THAT WOULD CREATE A DISASTER AS WELL A5
DEFINE DISASTER]

. Execution of Disaster Recovery Plans and Processes - Carry out efforls
necessary 1o implement a Disaster Recovery effort based on the
requirements defined in the Disaster Recovery plan to ensure that the DIT
Services meets pre-defined Agency Business Resumption Process

requirements (may include the desktap, telecom, and distnibuted server
environments).




1. Re-establishment of infrastruciure required to support business
resumpiion.

7. Re-establishment of data access.

Assistance toward Development of Business Resumption Plans and

Processes

Essential Base Service:

Assistance to agencies toward development of their business resumption
plans and processes.

Coordination of business resumption planning process with DIT
Infrastructure support, Agency Services and Customer as required.

Ensure that all infrastructure issues identified in the Business Resumption
Process as being critical are involved in the development process {may
include the desktop, telecom, and distributed server environments).

Essential Base Service:

All other disaster recovery and assistance toward development of business
resumption processes.

G.
1.0

2.0

ENTERPRISE APPLICATION SERVICES

Overview

Enterprise Application Services provides application development and
support for technical applications and services impacting several agencies
and the enterprise (all agencies}, including Human Resource Managemesnt
Network (HRMN), BDCDS, ADPICS, RSTARS, Michigan.gov, e-stores,
Vigneite, 2nd Senior Projecl Management.

Development and Enhancement Services

Developmeni and enhancement services to the Human Resource
Management and Finance applications including HRMN and DCDS are
prioritized by the Civil Service Department. MAIN {(ADPICS and RSTARS])
services are priontized by the Office of Financial Management.
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New Development projects and enhancements to enterprise or multiple
agency solutions incliding Michigan.gov applications are proviged upon
request by agencies.

Billing and Funding

HRMN and DCDS are funded by the Civil Service Depariment; MAIN is
funded by the Office of Financial Management of the Degpartment of
Management and Budget. Development and enhancement services are
billed based on the scope of work reguested and funding available by the
requesting agency.

The billing rate will be an hourly rate for staff based on expertise:

Project Manager

Jr. Project Manager/Specia! Projects Lead
Sr. Technical Analyst

AnalystfCMA Specialist

A & 0 ®

Obtaining Services

A Memorandum of Understanding identifying the rates, work io be
perfaormed, responsibifities and funding source and approval will be
developed and signed by the Information OCfficer, the Directar of Enterprise
Application Services or designee, and the Requestor for each project.

Michigan.gov

The Michigan gov portal group provides hosting services including the
production server environment and support at a 99.9% availability, and a
{est server, licenses and support.

Support Services for Michigan.gov inciude:

Formal training and expertise in Vignette to all end users.

Technical experise in Vignette, Surfaid and Inktomi for all 1echnical
resources.

Graphical User Inleface Michigan.gov Standard supporl {(banner and
graphics).

State of Michigan web application monitoring and review for consistency in
security, privacy, look and feel, usability.

Routine and on-request statistical reporis.
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« Web user interface design expettise and support of the user interface ook
anhd feel of the portal.

»  Vignette Application maintenance and small enhancements.

« Maintain the contact Michigan e-mail box and either answer the e-mails or
redirect them to the agency or office that can best reply to the query.

= Support Govemors Executive Office and Communication Division with
angaing support for the Michigan.gov home page.

Biliing and Funding:

The charges for Michigan.gov must support the costs of both the production and
tast envircnments. This includes the servers, disaster recovery, software
icenses including Vignetie and support staff. These costs will be recovered from

departments using a yei-to-be determined formula. in FY2003, this cost was
548,615 annually.

{btaining Services:

Enterprise Application Services supporis Michigan.gov customers in several
differant ways:

+ Content Management Administrator {CMA) Training is provided on a
regular schedule or, if needed, special training can be coordinaied to
ensure that agencies have personnel capable of maintaining the agencies’
web siles with current information. Training can be scheduled by going to
http:/fw3.michigan.govfemichigan clicking on CMA and then Training.

« Assistance on CMA problems.
= Reqguests for URL redirects.

« Mainlain the contact Michigan e-mail box and either answer the e-mails or
redirect them to the agency or office that can best reply to the query.

For assistance and any of these items, send a GroupWise e-mail to DIT-EAMS-
Web. Forimmediate assistance from 8:00 AM to 5:00 PM, you can page a CMA
expert by calling 341-0999 and leaving your phone number.

Senior Project Manager Services:

The Senior Project Manager is responsible for the successful on-time, within
hudget and scape, delivery of large ($5,000,000+), complex and strategic State
of Michigan projecis. They are seasoned and expenenced proiect managers
responsible for successful delivery along with providing mentoring and
development of Project Management as a discipline within the State of Michigan.
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The billing rate for senior project managers is $95 per hour for fiscal year 2003.

Obtaining Services:

Contact your 10 or Teresa Douglass at 517-241-5779.

H. DESKTOP SERVICES

1.0 Overview

This section details the services associated with the availability of ‘ready-
to-use’ workstations, including standard or advanced workstations as well
as associated peripherals, standard software and applications.

It also covers the activities required io ensure that the workstations,

peripherals, software and applications provided are propery suppored
through their entire lifecycle.

2.0 Roles and Responsibilities
Deskiop Services include:

+ Availability of workstation & standard software, including standard

caonfiguration, software and basic office productivity and State of Michigan
software and applications;

» Availability of non-standard software, in answer to specific agency,
position or in some case individual needs;

« Model Office service, which ensures that any new application, software or
hardware is 100% compatible with existing standards & eguipment;

+ Moves, Adds and Changes service, which deals with the installations,
moving and/or removal of workstaiions and pernipherals,

« Perpheral suppott, covers the on-site support for standard pengheral
equipment;

+ Kiosk support, similar to peripheral support but tailored specihcally to the
kiosks used by the agencies to provide services across the staie.
3.0 Client Service Center

As its name implies, Client Service Center essentially provides a porial to
all DiT-related service areas via an Enterprise and Centralized Help Desk.



The Client Service Centers covers the following:

» Single point of contact for any form of user suppert: (o obtain 'break & fix’
support, to obtain information about DIT services, to procure new sarvices
from DIT such as applications hosting, etc.};

» Tier 1 user support with a stated goat of resoiving the majonty of support
requests during the initial call {“on the spot™);

= Tier 2 user support, when applicable, by drawing on other DIT services or
Agency programs for final resolution of the issue.

I CENTER FOR GEOGRAPHIC INFORMATION {CGl)

1.0 Owverview

The Center for Geographic information {CGIl) provides leadership, technical
expertise, and policy for the development, use, dissemination, promotion and
sharing of the state's geographic resources. Charges for CGI fall into two (2)
categories: direct agency charges and services charged on an hourly basis.

2.0 Services

New development projects and enhancements to enterpnse or multiple agency
solutions are provided upon request by agencies. These services are billed
based on the scope of work requested and funding available by the reguesting
agency. A Memorandum of Understanding identifying the rates, work to be
performed, responsibiiities and funding source and approval will be developed
and signed by the 10, the Director of the CGl, and the requesting agancy. The
billing rate will be an hourly rale for staff as follows:

Senior Staff: $75 per hour
Junior Staff: $60 per hour
Support Staff: $35 per hour

Selected Services Include:

Intemet Mapping Services

Thinking and working geographically provides the advantages of using
maps for decision support. Internet Mapping Services provide web tools
io create maps, integrate information, wisualize scenanos, present
powerful ideas, and develop effective solutions. Geographic Information
Systems {GIS) on the Inlernet provides a much more dynamic tool than a
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3.0

static map display. Web-enabled GIS delivers interactive query
capabilities such as

» Segarching for specific site locations
» Displaying and viewing multiple data sets
+ Conducting queres for specialized analysis

= Retrieving specialized data services

The CGI provides web-specific data development and management
services targeting cartographic design and map rendering technologies;
Internet  Mapping  Application development using pre-developed
functionality or meeting new, agency-specific requirements; and MS
hosling services that include G-IT hardware and software maintenance
with application versioning upgrades available.

Proiect Management

Geographic nformation Technology (G-1T) encompasses an understanding of
spatial data, cartographic expertise, a specifically targeied family of software and
its supporting architecture. Since 80% of State govemment information has a
spatial component, the CGl offers agencies its G-T expertise for reviewing
proposals containing a geographic component and continuing project
management services to ensure successful vendor delivery of G-IT
requirements.

{5-1T User Suppor

The CGl is committed to supporting and enabling Geographic Information
software and equipment users. Boih formal and informal assistance and
training is available for Geographic Infermation off-the-shelf software, G-T
equipment such as GPS units, and user training for developed
applications.  Cartography-related services include custorm mapping,
development of both standard and cusiom symbol sets, and slandard
mapping templates and layers. CGI also provides GIS analysis services
tailored to meet agency necds or assigls agencies in developing and
implementing their own GIS analysis.

Spatial Data Management

The CGI realizes the growing need for managing the ever-increasing
volume of State geographic data and offers services to develop data
standards for geospatial metadata, locational referencing (examples
include address, Public Land Survey System, linear referencing systems,
digital orthophotography, Global Posifioning Systems [GPS] and other
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referencing systems), and web poral standards for the WMichigan
Geographic Data Library. Standards are designed fo leverage data
integration and sharing among State agencies. Assistance is available for
using, administering, ang optimizing SDE {Spatial Data Engine} for data
loading, data access, and increased performance. Modeling and design

services provide yet another avenue to improve data access and
availability.

Product Development, Data Development and Data Integration

CGl provides the following services, including
1} Standard and custom map products;

2) Largeformat printing for press conferences, court exhibits, and
presentations,;

3) Database queries and tabular report compilation that reference
geospatial data;

4) Address (and other locational daia) cleansing and address
malching/geocoding services;

5} Geospatial and related data conversion and migration;
&) Custom geographic data development;
7) Referencing system and map projection conversions; and

8) Two-way data integration between the Michigan Geographic
Framework and various business data sources.

CGl also coordinates digital imagery acquisition and development. The
CGl administers the State’s geographic inforrnatiocn web portal including
maintenance of the Michigan Geographic Data Library providing access to
several State agency-sponsored datasets.

Michigan Geographic Framework

CGl serves as administrator of the “Michigan Geographic Framework’. The
Geographic Framework is a standardized infrastructure on which all GIS users of
1:12,000 scale map data can build their applications. CGI serves state, regional,
county, and local govemment agencies, private businesses, and the general
public. CGI proviges iechnical assistance and consultalion services {0
Michigan's GIS user community.
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Service Request Process
Contact your 1O or Eric Swanson at 517-373-7910.

J. DATA CENTER OPERATIONS

1.0 Overview

Data and Application Hosting is the ability to provide mainframe/server facilities,
Operating System support, maintenance and operational monitering of customer
data and applications.

20 Data and Application Hosting

Data and application hosting can be performed either in a centralized or
distributed environment, depending on the criticality of the data or
applications hosted:

» Centralized hosting in a 7x24x365 data center is provided for data and
those applications requiring high availability and/or a need for disaster
recovery capabilities. It can also be preferred when a selected
application resides cn a mainframe or server supported by the data
center.
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K. TELECOMMUNICATIONS

1.0 Overview

Telecommunications involves traditional voice (telephony) and data network
backbone connectivity between State of Michigan work locations.

Voice Services addresses all services related to telephony, fram basic office and
cellular telephony to the design and deployment of elaborate \nteractive Voice
Response systems (IVR), Enhanced Call Processing (ECP), or Call Centers.

The breadth of Voice Services offered depends directly an the degree of
involvement that DIT has in its delivery, i.e. whether or not the delivery facilities
are managed by DIT rather than by an external service provider.

20 Service Levels

This transiates inio three {3) different levels in the breadth of VYoice Services that
are available to customers:

« For most central locations, or locations with a strong concentration of
State of Michigan operations {specific buildings within the Lansing,
Saginaw, Grand Rapids and Detroit areas), DIT manages the voice
installations and is accordingly able to offer its full breadth of Voice
Services.

+ For other locations with significant population ar concentration of State of
Michigan operations {specific buildings within Flint, Jackson and
Kalamazoo areas), DIT is able to offer a limited breadth of Voice
Services.

= For all other locations, the role of DIT is cumantly limited to negotiating
agreements wilh service providers to deliver the services on behalf of DIT.

Data & Network Connectivity covers the connectivily of users to standard State of
Michigan data sources and applications such as data center applications,
distributed applications and external partners.

The Data & Nelwork Connectivity Services are divided into the following services:

» Connection of a local network to the State of Michigan “bhackbone,”
which provides all users of this local network with access to the
different data sources described above;
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Different remote connectivity modes, through which users working
remotely are able to access their normal data resources;

Diffarent netwark services such as dedicated connectivity, connection
to extemnai partners, etc.

Il
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Glossary of Terms
A

l’h}fsical- and remole aceess Lo DI facilitics and resources
grantcd by Enterprise Security.

-B-

Business Resumption Plan
(BRP)

The documentation that delineates for the Client and |
DIT the necessary procedures to successfully move
the Client's applications from a production facility to
the Disaster Recovery Site.

]

(-

[ Change Order

The process ol documenting a change which is a deviation
(rom an onginal request for the purposes ol cvaluation,
approval or rgjection, scheduling and fracking.

Chient

Clicnt Service Center ( CR0)

The Lerm by which DF will refer to the State apencics

that DIT supporis, cinphasizang the long-term service
relationship. _
Ar organizational unit that will manage all requests for
clients. ‘Lhis is the initial point of contract for DIT service
requests.

-D-

Dedicated Services

Those services which are utilized bya Singjc apency.

Disaster Reenvery Plan

The documentation that delineates all the roles and
responsibitities tor DI staff, along with the steps that
must be taken to successtully move the production
processing performedd at the DI managed facilitics (o the
Dnsuster Recovery site,

-E-

Cnlemprisc Services

| Those services which are utilized hy-fﬂultiplc apeneIcs. i

Ezcalation

Engagement ol increasingly higher levels of Management
and technical resources to ensure problem resolution.

Lithical lIacking__

| Simulated hacking perl'nnﬁi:d at the request of a Customer

Agency, under the authority of Lnterprisce Securtty.




Normal Business Hours

Chafr o A0

“N-
l'ully staffed operational schivity

Notification

A communication 1o Management at predetermined
times to provide awareness of a prablem ticket that
has been entered into the automated system.

-5

Service evel Aprecment

' A docurnont which creates a shared understanding
regarding the services provided.

Service Roquest (SR]

Stalus

Scrvice Providers

Any type ol need Irom a client that is submitted 1o DIT,
for cxample, break/fix, application support, upprades,
password rescls, purchases, etc. Request for a change in
an cslabhished process or procedure.

Suvmmary of problem resolution activities for a given
ticket to Customers al specitic points in time.

The p!ﬁmt: in a system life cycle of the continuous
perfoarmance of normal daily tasks.

Systom Availability

} downtime.

Total time systern 15 avinlable o agency, minus scheduled
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